BANKS NEVER ASK THAT!

Watch for these red flags. Heritage would never ask for them.

If you receive an email, text, or phone call for

any of this, it's a definite red flag. It's better to EMAIL TEXT P:-INl;:h??g:EL*
be Safe than sorry. End the Ca", delete the YOUR ACCOUNT NUMBER
text, andtrash the email, because banks USERNAME OR PASSWORD
never askthat! Wantto learn more?
YOUR SSN
*Note: You may be askedto verify YOURPIN
confidentialinformation ifyou callyour bank, VOUR BIRTHDAY
butrarely the otherway around.Ifyou're YOUR ADDRESS
everin doubtthatabank call is legitimate, or CLICK A LINK OR TYPE A URL
if a caller pressures youto stay on the line
! i " FILL OUT A FORM
and provide bank informationrightaway or
. . .. DOWNLOAD AN ATTACHMENT
something bad will happen, itis a scam.
CALL THEM AT A NEW NUMBER

Hangup and call the numberon the back of

your cardto talk to a realbank employee.

FAQs
What is phishing?

Phishingis atype of online scam where criminals make fraudulentemails, phone calls, and texts thatappear to come
from alegitimate bank.Everyyear, people lose hundreds, even thousands of dollars to these scams. The
communicationis designedto trick you into entering confidential information (like account numbers, passwords,
PINs, or birthdays) into a fake website by clickingon alink, or to tell it to someoneimitating your bank on the phone.

What to do if you receive a scam email, call, or text.
Email or Text: If you suspectthatan email or textyou receiveis a phishing attempt:

e Take a deep breath.In mostcases, it's perfectly safe to open a scam email or text. Modern mail apps, like
Gmail, detectand block any code or malware from running when you openan email. The key is notto click
links, or download any attachments.

¢ Do notdownload any attachments in the message. Attachments may contain malware such as viruses,
worms or spyware.

e Do notclick links that appear in the message. Linksin phishing messages directyou to fraudulent websites.

e Do notreply to the sender. Ignore anyrequestsfrom the sender and do notcall any phone numbers
providedin the message.

e Reportit.Helpfightscammers by reporting them. Forward suspected phishing emails to the Anti-Phishing
Working Group atreportphishing@apwg.org. If you gota phishingtextmessage, forward itto SPAM
(7726).Then, reportthe phishing attack to the FTC at ftc.gov/complaint.
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BANKS NEVER ASK THAT!

Call: Ifyou receive a phone callthatseemsto be a phishing attempt:

Hang up or end the call. Be aware thatarea codes can be misleading. If yourCaller ID displays a local area
code, this does notguaranteethatthe callerislocal.

Do notrespond to the caller’s requests. Financial institutions and le gitimate companieswill nevercall you to
requestyour personalinformation. Never give personal information to the incoming caller.

If you feel you've been the victim of a scam, did provide personal or financial information, contact your
bank immediately attheir publicly listed customerservice number. Often, this is found on the back of your
bank card. Be sure toinclude any relevant details, such as whether the suspicious caller atte mpted to
impersonate yourbank and whether any personal or financialinformation was provided to the suspicious
caller.

What to do if you fall for a scam email, call, or text.

1.

Contact Heritage Bank, and creditors

e Speakwith the fraud departmentand explain thatsomeone has stolen your identity.

e Requesttoclose orfreeze anyaccountsthat may have beentampered with or fraudulently established.

¢ Make sure to changeyouronlinelogin credentials, passwords and PINs.

Se cure your email and other communication accounts

e Many people reuse passwords and your email or cell phone accountmaybe compromised as well.

e Immediately changeyouraccounts’ passwords and implement multi-factor authentication —a setting
thatprevents cybercriminals from accessing your accounts, evenifthey know your password — ifyou
haven'talreadydoneso.

Check your credit reports and place a fraud alert on them

e Geta free copy of your creditreportfromannualcreditreport.comor call877.322.8228.

e Reviewyourcreditreportto make sure unauthorized accounts have notbeen openedin yourname.

e Reportanyfraudulentaccountsto the appropriatefinancial institutions.

e Place afraudalertonyourcreditby contactingone ofthe three creditbureaus. Thatcompany musttell
the othertwo.

- Experian: 888.397.3742 or experian.com
- TransUnion: 800.680.7289 or transunion.com
- Equifax: 888.766.0008 or equifax.com

Contact ChexSystems at 8 88.478.6536 to place asecurity alerton the compromised checkingand savings

accounts when a depositaccounthas beenimpacted.

Contact the Federal Trade Commissionto reportan ID theftincident: visit ftc.gov/idtheft or call

877.438.4338.

File a report with your local law enforcement

e Geta copy of the reportto submitto your creditorsand others thatmay require proof of the crime.
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